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Motivation

* Formal protocol description

e Automatic tools: Tamarin, ProVerit, ...

. e Successfully applied to many protocols
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Motivation

But:
\ * Implementation is executed, not model

e |s the protocol implemented correctly?

[ . Does it contain vulnerabilities?
Implementation

* Are there any runtime errors”
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func main(psk []byte) {

ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

tagl, n
if tagl !

destruct(pl)
1

So(psk), In({*1’, n}psk) —> Si(psk, n) ®) { return }

O
Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk) an

J

construct (2, hash(n))
sencrypt(p2, psk)

send(m2)
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The Secrets Must Not Flow:
Scaling Security Verification to Large Codebases
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ABSTRACT

Existing program verifiers can prove advanced properties about
security protocol implementations, but do not scale to large existing
codebases owing to the required manual annotation overhead. We
propose a methodology called Diopon that addresses this challenge
by splitting the codebase into the protocol implementation (the
Cogre) and the remainder (the AppLICATION). This split allows us to
focus on applying powerful but expensive verification techniques
to the security-critical Core, whereas an automatic static analysis
ensures that the APPLICATION is not security-critical in the sense
that it cannot invalidate the security properties proved for the Core.
The static analysis achieves that by proving I/O independence, i.e.,
that the I/O operations within the APPLICATION are independent of
the Core’s security-relevant data (such as keys). In an instantiation
of D1opoN, we use the SMT-based program verifier Gobra to prove
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proving protocol models secure does not result in secure implemen-
tations on its own. Coding errors such as missing bounds checks
(e.g., causing the Heartbleed [27] bug), omitted protocol steps (as
in the Matrix SDK [28]), or ignored errors (e.g., returned by a TLS
library [29, 30]) may invalidate all security properties proven for
the corresponding model.

Verification of security properties for protocol implementations is
possible [7, 8, 32]. For instance, Arquint et al. [8] first verify security
properties for a Tamarin model of the protocol in the presence of a
Dolev-Yao (DY) attacker [31] fully controlling the network. Then,
they prove that the protocol implementation refines this model, i.e.,
that each I/O operation performed in the implementation is justi-
fied by the model. Refinement guarantees that the implementation
inherits the security properties proven for the model. However, ex-
isting approaches to verifying protocol implementations are sound
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