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Protocol Model 
in Tamarin

• Formal protocol description 

• Automatic tools: Tamarin, ProVerif, … 

• Successfully applied to many protocols
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Implementation

But: 

• Implementation is executed, not model 

• Is the protocol implemented correctly? 

• Does it contain vulnerabilities? 

• Are there any runtime errors?

?

Motivation
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Verification of 
Implementations 

in Program Verifiers

Verification of 
Protocol Models 

in Tamarin

Our Approach
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Alice Bob
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requires Bob_IO_Spec() 
func main(psk []byte) { 
  // obtain permission to receive 
  unfold Bob_IO_Spec() 
  m1 := recv() 

  // parse m1 
  p1, ok := sdecrypt(m1, psk) 
  if !ok { return } 

  tag1, n := destruct(p1) 
  if tag1 != 1 { return } 

  unfold Bob_IO_Spec() 
  internal_op_1() 
  unfold Bob_IO_Spec() 
  internal_op_2() 

  p2 := construct(2, hash(n)) 
  m2 := sencrypt(p2, psk) 

  // obtain permission to send 
  unfold Bob_IO_Spec() 
  send(m2) 
}
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3 requires Bob_IO_Spec() 
func main(psk []byte) { 
  // obtain permission to receive 
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• VPN protocol consisting of 
handshake & transport phase 

Alice Bob
Handshake

VPN Msg1

VPN Msg3

VPN Msg2

…
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• VPN protocol consisting of 
handshake & transport phase 

• ~400 LoC Tamarin model 

• ~600 LoC Go code 

• ~1.2k lines of generated I/O spec 

• ~2.8k lines of proof annotations

Alice Bob
Handshake

VPN Msg1

VPN Msg3

VPN Msg2

…

Do we have to verify the entire codebase?
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Extensions

SSM Agent

100k+ LOC
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Conclusions

Sound end-to-end verification

Automatic specification generation

S&P ’23: 
Sound Verification of Security Protocols:  

From Design to Interoperable Implementations

Verification of 
Implementations 

in Program Verifiers

Verification of 
Protocol Models 

in Tamarin

Soundness Proof & 
Novel approach to relate  
symbolic terms and bytes
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