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dl'S TECHNICA

AGLITCH IN THE MATRIX

Serious vulnerabilities in Matrix’s end-to-end
encryption have been patched

Previously overlooked flaws allow malicious homeservers to decrypt and spoof messages.
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Votivation

al'S TECHNICA

Serious vulnerabilities in Matrix’s end-to-end

encryption have been patched

Previously overlooked flaws allow malicious homeservers to decrypt and spoof messages.

it ((err SSLHashSHAl.update(..)) != 0)
goto fail;

it ((err = SSLHashSHAl.update(..)) != 0)
goto fail;
goto fail;

if ((err = SSLHashSHAl.final(..)) != 0)
goto fail;
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Votivation

dl'S TECHNICA

Serious vulnerabilities in Matrix’s end-to-end

encryption have been patched

Previously overlooked flaws allow malicious homeservers to decrypt and spoof messages.

it ((err SSLHashSHAl.update(..)) != 0)
goto fail;

it ((err = SSLHashSHAl.update(..)) != 0)
goto fail;

goto fail;

if ((err = SSLHashSHAl.final(..)) != 0)
goto fail;
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State of the Art

Protocol model

 Formal protocol description
 Pen and paper proofs
o Automatic tools: Tamarin, ProVerit, ...

o Successfully applied to many protocols
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State of the Art

Code generation
Protocol model

 Formal protocol description

 (Generated code cannot be optimized
 Pen and paper proofs

* Integration into a codebase is a

« Automatic tools: Tamarin, ProVerif, ...
soundness threat

o Successfully applied to many protocols
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Gap

Correct protocol

implementation”
A —ree of buffer overflows?
" S It safe, I.e., N0 panics,
—XIsting divisions by zero, ...?

Implementation
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Separation Logic & gobra

000 & gobraFiles 4 (% v I

o threadsWrite.go X * A% @

package example

func worker(x *int) {
XX = 42

X ®1ANO0 LF {} Go & Reload [\
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Separation Logic & gobra

X & gobraFiles a4 (> v Jo

threadsWrite.go X % \v2 @ ()

package example

O func worker(x *int) {
X = 42

Heap

X X®1AO0 LF {} Go & Reload [)
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Separation Logic & gobra

& gobraFiles @4 (% v I

threadsWrite.go X _/j\ \/ @ M -

package example

O func worker(x xint) {

X = 42

}

42 s X
\y

Heap

—> Permission per heap location ¢ ®iao F () Go & Reload 0
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Separation Logic & gobra

00 & gobraFiles ® 4 (:3 Y Dg

threadsWrite.go 1 X * Y @

package example

O func worker(x xint) @
6 X = 42
threadsWrite.go 1 of 1 problem b P X

Assignment might fail.
Permission to *x might not suffice.

42 I; X

Heap

—> Permission per heap location x« @240 F () Go & Reload 0
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Separation Logic & gobra

& gobraFiles

threadsWrite.go X

package example

() func worker(x *int) {
X = 42

}

Y —
\y

Heap

—> PermISSIOﬂ per heap |OCat|Oﬂ X ®1 /0 Verification succeeded in 0.88s
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Separation Logic & gobra

& gobraFiles 4 (% v I

6o threadsWrite.go 1 X * A% @

1 package example

O : func worker(x *int) {
*’ X = 42

}

func main() @
1 1 x/ 1= 0

42 < 1 X go worker(&i)

\y 12 go worker(&i)

threadsWrite.go 1 of 1 problem b P X

Heap Precondition of call might not hold.
go worker(&i) might not satisfy the precondition of the callee.

—> Permission per heap location x« @240 F () Go & Reload 0
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Separation Logic & gobra

o & gobraFiles 4 (% v I
e Automated program veritier B %V &
for concurrent Go code 1 package example
. MOdU‘aI’ 1 func worker(x *xint) {
X = 42
s
: Memory Safety & func main() @
panic freedom } : =0
11 go worker(&i)
12 go worker(&i)
® Functhna‘ prOpertleS threadsWrite.go 1 of 1 problem N A4

Precondition of call might not hold.
go worker(&i) might not satisfy the precondition of the callee.

1 H
X ®2AMAN0 LF {} Go & Reload [\

https://gobra.ethz.ch
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protocol models implementations
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generate

Protocol model
INn Tamarin

/O specifications
per role

1 satisfies

Security properties
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Protocol model
N Tamarin
/O specitications Implementations
] satisfies per role

Security properties
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generate
Protocol model

IN Tamarin

— /O specifications
1 - per role
satisties
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Security properties .
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Alice Bob O

psk psk <_]:
{‘1,”7}psk

(2", h(n)}psk O
— So(psk), IN({'1’, njpsk) —> Si(psk, n) 5

S1(psk, n) —> So(psk, n), Out({2’, h(n)}psk)
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func main(psk []byte) {

ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

destruct(pl)
1 { return }

O -
So(psk), In({"1", njpsk) —> Si(psk, n) 8 - | =

Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk)

construct (2, hash(n))
sencrypt(p2, psk)

send(m2)

f
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//@ requires Bob IO Spec(a0)
func main(psk []byte /*@, a0 S @*/) {

ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

So(psk), IN({*1’, n}psk) —> S1(psk, n)

{ return }
Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk)

O
al

O . :z Testruct(pl)

construct (2, hash(n))
sencrypt(p2, psk)

send(m2)
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So(psk), IN({*1’, n}psk) —> S1(psk, n)

fC mp ing

Si(psk, n) —> So(psk, n), Out({2’

N(N)}psk)
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M

4
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//@ requ1res Bob I0 Spec(a0)

// parse ml
pl, ok := sdecrypt(ml,
if 'ok { return }

destruct(pl)
1 { return }

construct (2, hash(n))
sencrypt(p2, psk)

send(m2)




//@ requires Bob IO Spec(a0)

func main(psk []byte /*@, a0 S @*/) |
// obtain permission to receive
//@ al := apply receive transition(a0)
ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

estruct(pl)

So(psk), IN({"1’, Njpsk) —>  S1(psk, n) { return }

O
Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk) an

S
>

construct (2, hash(n))
sencrypt(p2, psk)

send(m2)
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//@ requires Bob IO Spec(a0)

func main(psk []byte /*@, a0 S @*/) |
// obtain permission to receive
//@ al := apply receive transition(a0)
ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

estruct(pl)
{ return }

O
al
f ;= apply transition 1(al)

| //@ a3 := apply transition 2(a2)

construct (2, hash(n))
sencrypt(p2, psk)

So(psk), In({1°, n}psk) —> S1(psk, n)
Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk)

S
>

send(m2)
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//@ requires Bob IO Spec(a0)

func main(psk []byte /*@, a0 S @*/) |
// obtain permission to receive
//@ al := apply receive transition(a0)
ml := recv()

// parse ml
pl, ok := sdecrypt(ml, psk)
if ok { return }

So(psk), In({1°, n}psk) —> S1(psk, n)
Si(psk, n) —> So(psk, n), Out({2’, h(n)}psk)

destruct(pl)
1 { return }

O
al
f ;= apply transition 1(al)

[ ] —
—

°

[ ]

—
—

°

S
>

apply transition 2(a2)

construct (2, hash(n))
sencrypt(p2, psk)

// obtain permission to send
//@ ad .= apply send transition(a3)
send(m2)
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¢) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

* VPN protocol consisting of
handshake & transport phase

e ~350 LoC Tamarin model
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¢) WREGUARD

FAST, MODERN, SECURE VPN TUNNEL

VPN protocol consisting of
handshake & transport phase

~350 LoC Tamarin model

~550 LoC Go code
~1.3k lines of generated I/O spec

~2.8K lines of proof annotations

33
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Problem
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Implements protocol

Sources of unsoundness
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Problem

Codebase

Implements protocol

Sources of unsoundness

/O within application
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Problem

Codebase

Implements protocol

Sources of unsoundness
/O within application ~ Application violating core’s preconditions



1. 1/O Independence

Codebase

Enforce with
information flow
analysis

-> |/O operations in application must be independent of core secrets
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Must not interfere
with security protocol

Enforce with
information flow
analysis

-> |/O operations in application must be independent of core secrets
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Exclude independent
/O operations in core
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1. 1/O Independence

Exclude independent
/O operations in core

Codebase

OIC

Secrets|

Must not interfere
with security protocol

Enforce with
information flow
analysis

-> |/O operations in application must be independent of core secrets




1. 1/0O Independence

Enables more
concise model

Codebase

(10) (0

Secrets|

Must not interfere
with security protocol

Enforce with
information flow
analysis

-> |/O operations in application must be independent of core secrets




2. Discharging Core’'s Assumptions

Codebase

Core’s proof relies on
callers satisfying
preconditions

e

-> Syntactically restrict specifications to make them amenable to static analyses
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2. Discharging Core’'s Assumptions

Constructors Members

-> Syntactically restrict specifications to make them amenable to static analyses
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2. Discharging Core’'s Assumptions

Constructors Members
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
: . : .

-> Syntactically restrict specifications to make them amenable to static analyses

I NI 1S | Department of
NPSW ‘ Computer Science 5 1
SRE School of Computing



2. Discharging Core’'s Assumptions

Constructors Members

//@ requires psk != nil ==> acc(psk)

//@ ensures psk != nil ==> acc(psk)

//@ ensures Inv(c)

func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
: . : .

-> Syntactically restrict specifications to make them amenable to static analyses
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2. Discharging Core’'s Assumptions

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

-> Syntactically restrict specifications to make them amenable to static analyses
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Ensuring Locality

Constructors Members
//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }
Department of 5 4
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Ensuring Locality

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyAppl(psk []byte) {
c := Constructor (psk)
go Send(c, []byte{})
go Send(c, []byte{})

;
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Ensuring Locality

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyAppl(psk []byte) {

c := Constructor (psk)
O CAanAdTr -~ FM lvir+A~ 1\
g SCiHiG\C, 1oy cely)
go CanAd/r -~ N hvwi+aAa r 1\
SCTHG\C, 1oy cl gy
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Ensuring Locality

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp2(psk []Jbyte) {
go func() {
cO®O := Constructor([]byte{})

func BuggyAppl(psk [lbyte) { Send (cO, psk)

c := Constructor (psk)
A0 IS o 16 1 @ o 2 o et e FO)
go STCna{C, [ioytlyij) 80 Tunc() 1
\ R A0 cl := Constructor([]byte{})
Send(cO, psk)
F(O)
}
TN | e >4




Ensuring Locality

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp2(psk []Jbyte) {

go func() {
c@ := Constructor byte
func BuggyAppl(psk [lbyte) { o ([1byte{})
c := Constructor (psk) }() S
go Scna{c, Libyte())
go STCna{C, [ioytlyij) 80 Tunc() 1
R = cl := Constructor([]byte{})
} CArnAr’7r~N ~elsN
JLCiIU\\V, MOy
F(O)
}
TS 54




Ensuring Locality

Constructors

//@ requires psk != nil ==> acc(psk)
//@ ensures psk != nil ==> acc(psk)
//@ ensures Inv(c)

func Constructor(psk []lbyte) (c *Core) {

: =

func

g0
40

N L]

() ()

BuggyAppl(psk []byte) {
Constructor(psk)

F1 b+,
J
y

Ve W ain N
N N
~= .
N

1
J
1
J

()_ C)_
CT C
r+ c
) )

Members

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)
//@ ensures ¢ != nil ==> Inv(cC)

//@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg [lbyte) {

: .

func BuggyApp2(psk []Jbyte) {
go func() {
c@ := Constructor([]byte{})

rl/ A nels)
U\\“VU, Moy

}()
go func() {

cl

-> Escape analysis ensures locality of Core function arguments



Ensuring Disjointness

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }
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Ensuring Disjointness

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp3(psk []byte) {
c := Constructor (psk)
ApiFunc(c, psk, psk)

;
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Ensuring Disjointness

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp3(psk []byte) {
c := Constructor (psk)

A~-sCivn~/r -~ e ls ~ el
I\ I UliIC (., MO, MOy

;
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Ensuring Disjointness

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp3(psk []byte) {
c := Constructor (psk)

A~-sCivn~/r -~ e ls ~ el
I\ I UliIC (., MO, MOy

;

func BuggyAppd (psk []byte) {
c := Constructor (psk)
Send(c, c.psk)

;
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Ensuring Disjointness

Constructors Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }

func BuggyApp3(psk []byte) {
c := Constructor (psk)

An-sCioin~/r ~ el ~ el
Ul (v, pNMIN, NNy

func BuggyAppd (psk []byte) {
Constructor (psk)

~ ncls)
’ \_QIJJI\/

2 ||

@
CAn
I B Wy | |

;
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\
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Ensuring Disjointness

Constructors Members
//@ requires ¢ != nil ==> Inv(c)

//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }
func BuggyApp3(psk []byte) { func BuggyApp5(psk []Jbyte) {

c .= Constructor (psk) c .= Constructor (psk)

FAT O S R B 8 e o et 6 X7 Gmmernt it c.psk = []lbyte{}
} Send(c, [lbyte{})

func BuggyApp4 (psk [1byte) { }

Constructor (psk)

~ ncls)
’ \_QIJJI\/

2 ||

@
CAn
I B Wy | |

;

/(
\
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Ensuring Disjointness

Constructors Members
//@ requires ¢ != nil ==> Inv(c)
//@ requires psk !'= nil ==> acc(psk) //@ requires msg != nil ==> acc(msg)
//@ ensures psk !'= nil ==> acc(psk) //@ ensures ¢ != nil ==> Inv(c)
//@ ensures Inv(c) //@ ensures msg != nil ==> acc(msg)
func Constructor(psk []byte) (c *Core) { func Send(c *Core, msg []lbyte) {
} }
func BuggyApp3(psk []byte) { func BuggyApp5(psk []Jbyte) {
c .= Constructor (psk) c .= Constructor (psk)
i C.psk = [loyte()
} Send(c, [lbyte{})

func BuggyApp4 (psk [1byte) { }

Constructor (psk)

~ ncls)
’ \_QIJJI\/

2 ||

@
CAn
I B Wy | |

;
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Ensuring Disjointness

Constructors

//@ requires psk != nil
//@ ensures psk != nil
//@ ensures Inv(c)

func Constructor(psk []lbyte) (c *Core) {

==> acc(psk)
==> acc(psk)

: =

func BuggyApp3(psk []byte) {

c .= Constructor (psk)
_Al"\_';,Elllf\t‘lt‘ nNe s r\¢|/\
IV 1T UlIC (-, NMON, pNMOI\)y

;

func BuggyAppd (psk []byte) {
c := Constructor (psk)

CAn ~ ~ne o\
-~ 11

: [~ \ \
Ciiv (-, L .pMpON)

;

2 ||

Members

//@ requires ¢ != nil ==> Inv(c)
//@ requires msg != nil ==> acc(msg)
//@ ensures ¢ != nil ==> Inv(cC)
//@ ensures msg != nil ==> acc(msg)
func Send(c *Core, msg [lbyte) {

: .

func BuggyApp5(psk []Jbyte) {

c .= Constructor (psk)
~ nely — TThu+a )
“.pMON LINMY L JS
Send(c, [lbyte{})

}

-> Pointer analysis ensures disjointness of Core function arguments
and maintenance of Core invariant



Soundness

func main() { //@ ensures Inv(c)
func Constructor() (c *Core) {

c := Constructor() Y

a := [lbyte{}

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)

//@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {
! }
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

a := [lbyte{}

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)

//@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {
! }
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

//@ 1 =1 U {c}

a := [lbyte{}

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)

//@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {
! }
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

//@ 1 =1 U {c}

a := [lbyte{}
//@ L = L u {a}

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)

//@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {
! }
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

//@ 1 =1 U {c}

a := [lbyte{}
//@ L = L u {a}

//@ requires ¢ != nil ==> Inv(c)
//@ T =1 \ {c} //@ requires msg != nil ==> acc(msg)
//@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {

; ;
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

//@ 1 =1 U {c}

a := [lbyte{}

//@ L = L u {a}
//@ requires ¢ != nil ==> Inv(c)
//@ T =1 \ {c} //@ requires msg != nil ==> acc(msg)
//@ L = L \ {a} //@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)
func Send(c *Core, msg []byte) {
} }
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Soundness

func main() { //@ ensures Inv(c)
/[/@ L = {};, I := {} func Constructor() (c *Core) {
c := Constructor () }

//@ 1 =1 U {c}

a := [lbyte{}

//@ L = L u {a}
//@ requires ¢ != nil ==> Inv(c)
//@ T =1 \ {c} //@ requires msg != nil ==> acc(msg)
//@ L =L \ {a} //@ ensures ¢ != nil ==> Inv(c)
Send(c, a) //@ ensures msg != nil ==> acc(msg)
//@ T =1 U {c} func Send(c *Core, msg []byte) {
} }
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//@ L

C

= {};, I :=

:= Constructor ()

//@ 1 =1 U {c}

a := [lbyte{}
//@ L = L u {a}
//@ I =1 \ {c}
//@ L = L \ {a}
Send(c, a)

//@ 1 =1 U {c}
//@ L = L u {a}

Soundness

{}

50

//@ ensures Inv(c)
func Constructor() (c *Core) {

}

//@ requires ¢ != nil ==> Inv(c)

//@ requires msg != nil ==> acc(msg)
//@ ensures ¢ != nil ==> Inv(c)

//@ ensures msg != nil ==> acc(msg)

func Send(c *Core, msg []byte) {
}



Soundness

func main() {
//@ L = {}; I = {}

c := Constructor ()
//@ 1 =1 U {c}

a = []byte{}
//@ L = L u {a}

//@ I =1 \ {c}
//@ L = L \ {a}
Send(c, a)

//@ 1 =1 U {c}
//@ L = L u {a}

//@ ensures Inv(c)
func Constructor() (c *Core) {

;

//@ requires ¢ != nil ==> Inv(c)
//@ requires msg != nil ==> acc(msg)
//@ ensures ¢ != nil ==> Inv(c)
//@ ensures msg != nil ==> acc(msg)
func Send(c *Core, msg []byte) {

;

Program invariant pinv £ (vae L. acc(a)) % (vc e I.Inv(c))
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Program invariant pinv £ (vae L. acc(a)) % (vc e I.Inv(c))
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Program invariant pinv £ (vae L. acc(a)) % (vc e I.Inv(c))




Soundness

Program invariant pinv £ (vae L. acc(a)) % (vc e I.Inv(c))

a IS may not alias core
memory & must not
escape current thread

X IS may not alias
core memory

xeluG ael cel

—{pinv }G(*x := e){pinv} —{pinv }G(Send(c, a)){pinv}
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Soundness

Program invariant pinv £ (vae L. acc(a)) % (vc € I.Inv(c))

a IS may not alias core
memory & must not
escape current thread

C IS must not escape
current thread

X IS may not alias
core memory

XxelLuG ael cel
—{pinv }G(*x := e){pinv} —{pinv }G(Send(c, a)){pinv}

f
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Soundness

Whole codebase proot

Separation logic proof for the whole
codebase with side-conditions
dischargeable by static analyses

side-conditions
—{pinv }G(prog){pinv}

ghost code tracking heap locations,
core invariant, and |/O specification
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Soundness

Whole codebase proof /O independence

Separation logic proof for the whole
codebase with side-conditions
dischargeable by static analyses

side-conditions
—{pinv }G(prog){pinv}

ghost code tracking heap locations,
core invariant, and |/O specification
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Soundness

Whole codebase proof /O independence

Separation logic proof for the whole
codebase with side-conditions
dischargeable by static analyses

Secret-independent |/O operations
refine the symbolic attacker

side-conditions
—{pinv }G(prog){pinv}

ghost code tracking heap locations,
core invariant, and |/O specification
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Evaluation — AWS SSM Agent
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Evaluation — AWS SSM Agent

Verification time

LoC Proof annotations Frmin] Effort
Tamarin Model 319 75 3.3 <2 pms
gé b ra Core Refinement 749 10642(;2:];&%') 1.2 < 3 pms
Indepggdence i 0.5 < 0.5 pms
Argot
Assfrg;etions A 2.2 < 1.5 pms
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Conclusions

Implements protocol
Codebase

Static analyses enforce
that Application uses
Core correctly

Codebase may perform
additional independent
/O operations
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