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• Formal protocol description 

• Pen and paper proofs 

• Automatic tools: Tamarin, ProVerif, … 

• Successfully applied to many protocols

Protocol model
Code generation

• Generated code cannot be optimized 

• Integration into a codebase is a 
soundness threat
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Existing 
implementation

?

Gap

Correct protocol 
implementation?

Free of buffer overflows?

Is it safe, i.e., no panics, 
divisions by zero, …?
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https://gobra.ethz.ch

• Memory safety & 
panic freedom 

• Functional properties

• Automated program verifier 
for concurrent Go code 

• Modular

https://gobra.ethz.ch
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Verification of 
implementations 

in program verifiers

Verification of 
protocol models 

in Tamarin

Refinement-Based Verification
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Protocol model 
in Tamarin

Security properties

satisfies1

2
generate

I/O specifications 
per role

Implementations

meets

VeriFastJava

Go

Property preservation

3
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• VPN protocol consisting of 
handshake & transport phase 

• ~350 LoC Tamarin model 

• ~550 LoC Go code 

• ~1.3k lines of generated I/O spec 

• ~2.8k lines of proof annotations

Alice Bob
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VPN Msg1

VPN Msg3

VPN Msg2
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⊆
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100k+ LOC

Exclude independent 
I/O operations in core

I/O

I/O

I/O

I/O
Secrets

I/O

Enforce with 
information flow 

analysis

Must not interfere 
with security protocol

➔ I/O operations in application must be independent of core secrets

Enables more 
concise model
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func main() { 
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Tamarin

Argot

LoC Proof annotations Verification time 
[min] Effort

319 75 3.3 < 2 pms

749 2761 + 
1064 (generated) 1.2 < 3 pms

~105k 0.5 < 0.5 pms

~105k 2.2 < 1.5 pms

Model

Core Refinement

I/O 
Independence

Core 
Assumptions

Evaluation — AWS SSM Agent
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